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IPv6 na Globo.com

2011 - inicio testes/implantacao
2012 - ano dos bugs

2013/ 2014 - definicao e testes de equipamentos e arquiteturas para
Data Center, implantacao em principals servicos

2015 - adequacao de sistemas para infra-estrutura / Cloud

2015/ 2016 - implantacao total infra-estrutura



IPv6 na Globo.com

Rede Corporativa

Data Center Fabric L3

Private Cloud

» Apache Cloud Stack

» Sistemas internos de automacao e integracao

IPv6 over MPLS v4

» Interligacao Data Centers e escritorios
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Pontos de atencao

» Seguranca - IPv6 esta mals inseguro que |Pv4
» + funcionalidades = + suscetivel a falhas
» Experiéncia e maturidade de operadores e equipamentos
» Atagues DoS
» Bypass ACLs, Extension headers

» Comportamento esperado de novas funcionalidades
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Problem 1: Too Many Things to Vary

- Variable types
- Variable sizes
- Variable order

- Variable number of
occurrences of each one.

- Variable fields

IPvé = flv,w,x,y,z,)

Evasion of High-End IDPS Devices at the IPv6 Era
Antonio Atlasis - Black Hat 2014



Pontos de atencao

» Processos
» Adequacao dos sistemas
» Filtros, regexps, conversoes

» Geolocation

» [P Throttling
» [PVE /128! /1641 /56!
» CGNAT
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» https://blog.cyberwarnl/2012/12/the-curious-case-of-42-0-20-80/

https:.//www.insinuatornet/tag/ipv6/

https://samsclass.info/ipv6/proj/RA_flood2.htm

https://blog.coresecurity.com/20[4/03/25/ms [ 4-006-microsoft-windows-
tcp-Ipv6-denial-of-service-vulnerability/
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